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Cisco Webex Teams

Questions?
Use Cisco Webex Teams to chat
with the speaker after the session

How
‘ Find this session in the Cisco Events Mobile App

oy S0
r t with their core job - allow

neers to build, salespeople to sell
ves to lead. Join us as we share how
client experience helped us achieve

SPEAKER 1
Neil Bamberger
Director - IT
1 event
SPEAKER 2
Julian Wiffen

Manager, IT
1 event

SPARK

@ Click “Join the Discussion”
. Install Webex Teams or go directly to the team space
. Enter messages/questions in the team space
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Cisco Meeting
Server Overview
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Cisco Meeting Server

' Web Content

v

Virtually limitless scale

Connect the way you want on Everyone can meet Flexible APIs to work with
the device of your choice and share together your business processes
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Cisco Meeting Server Architecture

« Platform Components

EoNs o

_ _ Lync/S4B Direct Cisco Meeting A
Cisco Meeting App Federation WebRTCg PP

Load TURN .
A ‘ Balancer Server VWeb Bridge

XMPP Call Bridge Database Record!ng /
Server Streaming

Lync FE | Cisco Meeting App
Call Control Active Directory

. / SIP / H.323
|
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Lab Topology

&
2 Skype for Business
CMM Cisco Meeting Servers ‘fﬁfrasmcture Skype for Business via
- — Office 365 or
E= MS Infrastructure
I @Baa <
NFS _Acmsla cmsib  cmsic E J =
M- - - |
H \
WebRTC : \\ EEUER = R ¢ >
g ...................... ﬁ: ......... . ;EE“’& PrTLL B2B Ca”S
@' . Exp-C B Exp-E H 77T M|y
Audio/Video *
Endpoints Unified CM Expressway Edge WebRTC
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Management and Administration Tools

CLI / MMP Web GUI API SFTP

SSH, Dial Plan and Most Licenses,
Serial Console, Call Bridge configuration Certificates,

VM console admin that is not in Logs, Backups
MMP Upgrades
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Certificates

- Each service requires a certificate:

- WebAdmin, XMPP, WebBridge, CallBridge, Loadbalancer, Trunk, Database Cluster, Recording Server,
Streaming Server

- Encryption is mandatory! nee
ypHon y Certificate Types

- Can share certificates between services Self-signed by CMS
- Database / Microsoft Interop present Private CA Signed
unigue requirements Public CA Signed

Plan certificates in advance and combine where possible!

cisco M- Presentation © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



Redundancy and Scale

Benefits
- Increased capacity
- Resilience

- Geographic optimization

Other core components, such as
Web Bridge, can be deployed on
multiple servers for redundancy and
load distribution

Cluster Options

- Database Cluster

- Spaces, Users, Dial Plan, Cluster-
wide configuration

- Provides Resiliency

- Call Bridge Cluster

- Distributed calls for capacity &
resiliency

« XMPP Cluster

- Provides Resiliency

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 12






Cisco Meeting Server Spaces

- Personal meetings
Invite others to your personal meeting using your own join details
- Scheduled meetings

Cisco TelePresence Management Suite (including Microsoft Outlook integration)
One-Button-to-Push support

- Ad hoc Conference with Unified CM
Escalate 1:1 calls to add participants

Spaces can be created using GUI, API, or LDAP Sync

) ﬂ WEebRTC:
....... a/=" https://join.domain.com

SIP Endpoints: ‘
conference@domain.com o
.............. ‘ ‘ .......... .ﬂ CMA: Your Personal Space
Spaces

‘ @ Skype for Business
= Click: ygniveelieelo ..

isco Lo/
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CMS Dial plan: Call Processing

CMS ALWAYS uses domain-based routing to determine call treatment

Incoming Call Rules Forwarding Rules

* |s the call for this CMS? « Should the call be * Destination?

- For spaces, users, IVR? forwarded? « Standards-based or

+ Is the call for Lync / S4B? * If domain not matched, Lync trunk type

« If no match for domain, by default reject the cal * Any transformation?
check Forwarding rules

cisco M- LTRCOL-2250 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Call Control for Clustered CMS

- Unified CM

« One SIP trunk per node
« Combine Trunks in Route Group
-« Always used for Ad-hoc

Unified CM

ot '.
. L
. .
. -
. L4
* e
P Y

@@
D ............. @;ﬂ

cmsla  cmsib

P
[2zlolats
M

cmsilc

Cisco Meeting Servers
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- Expressway
- One Zone per node
- Search Rules for Load Balancing*

- Used in most Microsoft interop
designs

.t
.
.

"""
. .
* “
. .
. .
* ‘e
. ®

Cms1a cms1b cms1c

Cisco Meeting Servers
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Call Bridge Groups

- When CallBridges are placed in the same CallBridge Group, participants in a single
specific conference will be kept on a single server in the group

- Leverages SIP Replaces to force calls to the correct server

- Recommendation: One Call Bridge Group per Location (this could be a Data Center
or a physical site)

- TURN Servers, Recorders, and Web Bridges can also be placed in Call Bridge
Groups

! W /
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Load Limiting

- By default, CMS accepts calls even when it
is “full” by simply reducing call resolution for everyone

Max load Limit

- Load limits ensure calls are distributed to other nodes if a e
node nears capacity

- When a limit exceeded, for a new call, CMS sends Confarents
“SIP 488 Not acceptable here”; and Unified CM dial plan e
or Expressway search rules can route to next Call Bridge

New Conference
- NOTE: Distribution calls are never rejected Threshold e

- Together, Call Bridge Groups and Load Limiting enable
Load Balancing, In-region distributed call avoidance and
per-CMS call limiting of inbound calls

cisco M- LTRCOL-2250 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 18






Skype for Business Integration Types

Rendezvous : Video and S4B Endpoints meet in a CMS space

Dual Homed conferencing - Native experience for both Video and S4B users

Dial IVR+ConferencelD
or

ConferencelD@domain Join Lync Conference Click-To-Join ': ]
CcMS

h :

isco Lo/
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Microsoft Interop with Expressway - Gateway Calls

Standard SIP Inbound from: skype@ms.com to: user@cisco.com i
MS SIP .
CMS (To cisco.com): , ~ Public DNS
Media Send call to Exp-C as _sipfederationtls.tcp.cisco.com = Exp-E
standard SIP
CMS
o
R Organization with
@ ............................ — S ere
-------------- = skype@ms.com
: CUCM Exp-C
user@cisco.com
Inbound call (To cisco.com): Inbound call (To cisco.com): Inbound call (To cisco.com):
If standard SIP, send to CUCM If MS-SIP, send to CMS - Send to Exp-C

isco Lo/
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Microsoft Interop with Expressway - Gateway Calls

Standard SIP

CMS anchors call &
sends new INVITE as o il
MS-SIP call '43

Outbound call arrives at Exp-C:
- Send to Exp-E as standard SIP
If failure, then send to CMS
CMS anchors call & sends
new INVITE as MS-SIP call
- Send to Exp-E as MS-SIP

cisco L{V&/

Outbound from: user@cisco.com to: skype@ms.com i

Public DNS

_Sip._tcp.ms.com - Not found
_sipfederationtls.ms.com - MS-Edge

e

Organization with
MS Infrastructure

skypeuser@ms.com

0365 Clients

Outbound DNS Zone:

If Standard SIP call, query for:
_Sip._tcp.ms.com > Not found

If MS SIP call, query for:
_sipfederationtls._tcp.ms.com - MS Edge

LTRCOL-2250 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 22






Choose your Own
Adventure

« CMS Server Configuration Basics
o Certificates
o Database Clustering
o Web Admin
o Call Bridge Clustering

o XMPP Clustering
« CMS API Introduction
o Web Bridge /| CMA WebRTC
o LDAP Synchronization and
ALNSIEETE - Skype for Business On Prem
« Call Control and Dial Plan
o Dual Homed Conference

« Expressway Edge
o Open B2B Federation
o Skype for Business Gateway Calling

 Troubleshooting

cisco M/ LTRCOL-2250 _ N _ -
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Lab Users

- There are 3 “Inside” clients

. PC1 is Chuck with Jabber & 2
Skype for Business (User 1) I’'m User1 on YOU as User4

. PC2 is Amy with Jabber & PC1 on your laptop
Skype for Business(User 2) . g

« Your laptop is User4
with Jabber and Chrome

« One “Outside” client

- PC3 is Ruba
« Chrome for WebRTC
- Skype for Business for B2B

- All are Remote Desktop

o _ I'm User2 on =
. Static Video Image & No Audio PC?2 = I’'m on PC3

isco Lo/
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Tips & Tricks

- Lab available at: http://cmslab.ciscolive.com

TRCOL-2250 -

Multiparty Conferencing for Audio, Video and Web Collaboration

using Cisco Meeting Server POD5

POD6

LTRCOL-2250 / POD1 / intro

casco Lab Overview

CMIEVEVew

! W /
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http://cmslab.ciscolive.com/

T|pS & THCkS Cisco Meeting Server Password

cmsla.podi.cms.lab wogﬁS .
IC

E2 10010151 - PuTTY

Use Copy / Pastel!ll
CMS CLI / Web pages time out FAST |

CLI / SSH sessions:
Click to open Putty/SSH session, then right-click to paste password

=)

Right-Click

All device credentials are: admin with password c1sco123

ntp server add 10.0.102.1 e
ntp server add 64.102.244.57

ntp server add 10.0.102.1 Eg
ntp server add 64.102.244.57

cmsla>
cmsla> dns add forwardzone . 10.0.224.141

Copy to Clipboard

' W /
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Tips & Tricks

- Redundant tasks often have shortcuts to configure automatically and allow
you to skip ahead

Click HERE to configure the Search rule for CM¢
the name, priority, and in the case of the last ruls

. CMS1b and CMS1c Search Rules )

- At the end of each section, check your work —'€ Check My Work >

- Click to call: In most cases, you can click on a link to place the call via
Jabber. Exceptions are when the call is to be placed from one of the
Remote Desktop sessions. In those cases copy/paste can be used.

isco Lo/
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Lab Topology

Unified CM: @pod#.cms.lab
MS SIP CMS: @conf.pod#.cms.lab

Internal Skype: @s4b.cms.lab
East DC West DC
ig [ ) HTTPS/WebRTC External Skype: @ms.lab
CMM i -
7o | -
B cmsla  cmsib cmsic '
NFS Public DNS
»”l DB cluster, CallBridge Cluster,
, .
XMPP Cluster, WebBrid —
,’, \ uster, Webbridge /‘. = Skype for Business (PC3)
’ \\ "x S skype@ms.lab
WebRTC Client ;

Organization
(Lab Laptop)

|

with MS
R > - < Infrastructure
e >33  [— CET T,
@l .~ cucmia expcila Sseao )
. cucmlb *
PodUser4 / Jabber ~ ** N — R i B2B standard SIP
(Lab Laptop) ‘..' :' (= Skype for Business — meet@conf.com
: (S Infrastructure WebRTC
".‘ 5 Client (PC3)
I@I K @ Internal DNS S4B
s4b.cms.lab —
PodUser1 / Jabber PodUser2 / Jabber
(PC1) (PC2)

http://cmslab.ciscolive.com
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Cisco Webex Teams

Questions?
Use Cisco Webex Teams to chat
with the speaker after the session

How
‘ Find this session in the Cisco Events Mobile App

oy S0
r t with their core job - allow

neers to build, salespeople to sell
ves to lead. Join us as we share how
client experience helped us achieve

SPEAKER 1
Neil Bamberger
Director - IT
1 event
SPEAKER 2
Julian Wiffen

Manager, IT
1 event

SPARK

@ Click “Join the Discussion”
. Install Webex Teams or go directly to the team space
. Enter messages/questions in the team space
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Complete your

online session

rv - Please complete your session survey
Su ey after each session. Your feedback
IS very important.

- Complete a minimum of 4 session
surveys and the Overall Conference

survey (starting on Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events
Mobile App or by logging in to the Content

Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on
demand after the event at ciscolive.com.
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Continue your education
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Demos in the
Cisco Showcase

Meet the Engineer
1:1 meetings

Walk-In Labs

Related sessions
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